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Problems: Strong authentication needed everywhere
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IdP on 
Mobile  Phone

(1) Strong 
authentication

(PKI, Bio, etc.)

SAML Assertion

(3) SAML protocol 
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Standard 
Web browser
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SIM

(2) No installation, no cable 

AuthnRequest
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ClickClick
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Our IdP can 
communicate with users 

without using network

Our IdP can 
communicate with users 

without using network
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Possible countermeasure

•Including IP address of terminal
in assertion

Possible countermeasure

•Including IP address of terminal
in assertion
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PC

OS

WWW
browser

NTT DoCoMo
mobile phone

OS

J2ME CLDC

IdP i-appli

relay server

Linux

J2EE

Tomcat

Relay
Servlet

OS

Liberty
Alliance

SP
middle ware

SP

SP JSP

Our developed componentspre-existent componentsLegend:

i-appli API
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