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Conventional Trust Management
Systems
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Our Solution: 3rd Party Receipt Server
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VerylDX framework

clectronic receipt infrastructure and protocol
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Entities of VerylDX
Registrar
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Assumptions about the Registrar
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How does the user show eligibility?

Pedersen Commitment Zero Knowledge Proof
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How does the User create a Proof (2)
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difficulty of Discrete Logarithm Problem
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Zero Knowledge Proof
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Use of VerylDX :Example scenario

Another SP
VerylDX Registrar Individual Online SP(Amazon) (half.com)
Ny amazon.com I’ﬂf.cﬂm
Q — E—— h‘? W
NS
‘f—1. Conduct e-commerce transaction—
~¢——2. Provide transaction receipt
RREC
-4— 3. Add receipt
4. Extend receipts with cryptographic
— .
commitments —
RRE(C .
—— 5. Make a transaction and request for discount————
\ -4—6. Request past proof of purchase > $80 as per discount policy—
7. Construct ZKP of the proof of purchase———
-¢—— 8. If proof is correct then provide discount
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Multi-factor Identity Verification
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Add receipt protocol

Registrar

User

6. Creates random
session handle hggg,
timestamp t, and
sends a signed
token P submit

12. Calculates
assurance based on
W, and adds the
receipt to users
RREC.

Service Provider

1 Item purchase (weak identifiers W)

2 require receipi?

3 User consent

»
4 Random session handle rsg

5 Strong authentication rsge

7' psubmil = <hREG,- I'sp, t REG>REG

8. P submit

r

10. R =< Seller="SP”, Buyer="rs¢”,

11.R

..., UseriInfc = W>g4

9. Checks registrar
signature, creates
signed receipt R,

and sends it to user.
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1£. Determines
relevant receipts
from RREC based
onm

r

14 Strong authentication m, rse

13 Provide trust establishment policy 11

1€ Shows relevant receipts R* .. Rk

17 Choose attributes {e ]

18. Pattr = <rsp, t, {a}>rec

and random session handle rsp

19. Pattr

2C. If registrar
signature is valid
accepts the provided
attributes
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Revoking a receipt
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Commitment scheme
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/KP with Pedersen commitment
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Aggregate Zero Knowledge Proof
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AgZKP proof creation & verification
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Some Screenshots of the VerylDX Portal

VERY-IDX REGISTRAR PORTAL
| Welcome " Administration IM[ Personal Info I

Add Recelpts

Use this page if you want to add a new receipt to the Registrar
Commitment Creation for receipt

TID:Sender 842084320830:Amazon
TAG Price

Value B0
Random 432801065168103295905053929814350¢ @me Ran@

Output: Commitment was 1231960606236851762697528242977376278

Lendinn done |

Exception:
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Some Screenshots of the VerylDX Portal

VERY-IDX REGISTRAR PORTAL

| welcome || Administration || Receipts || Personal info |

Use this page for providing proof of identity to the Service Providers

Prove you know secrets

TAG CCN Value 283402384092384230
Random 5645299542665996 ( Retrieve Secrets )
Proof[0]: d = 154960878229550576047283767632613
( Calculate Pmnf) ™ T

Output: ZKPK checked out!!
Sending done

Exception:
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Some Screenshots of the VerylDX Portal

VERY-IDX REGISTRAR PORTAL
Welcome " Administration IH[ Personal Info I

View Receipts

ou have got from Service Providers

ransaction history

Transaction 1D Receier litemip | itemiesc  Jorice | Time _erce Commiment
234 book 83.2 1998-05-31 00:00:00.0 238423094832080

1235678 newegg.com jungha 34765 hard drive 120 2005-11-23 16:00:00.0 23482075820234

B730989 e-book.com forrest 762343 Database systems 76 2006-08-19 02:00:00.0 23789023723083




Conclusion & future work
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Thank you

Questions ?

wooj@cs.purdue.edu
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