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Conventional Trust Management 

Systems

� How much do Service Providers (SPs) trust someone using 
their systems?

� Half.com says  “You can buy books with 10% discounted
price if you can show me you have purchased books 
more than $300 from Amazon”

� How can you prove you are eligible for that ?
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Our Solution: 3rd Party Receipt Server

� Basic idea 
� Store electronic receipts at the server after transactions

� Users shows eligibility by use of receipts

� Requirements 
� Minimal disclosure to the SP

� Availability

� Users must not be able to add fake receipts

� Users should be allowed to choose what to show

� It should be easy to verify eligibility
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VeryIDX framework

� electronic receipt infrastructure and protocol
� Uses Multifactor identity verification

� Preserves user’s privacy

� Provides standard electronic receipt format

� Uses Pedersen Commitment and ZKP

� Fast proof creation & verification
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Entities of VeryIDX
� Registrar

� Manages user’s identity
� Receipt Record (RREC)

� User
� Take control of their identities
� Prove that he/she is eligible 

� Service Provider
� Provides receipt
� Verify eligibility 
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Assumptions about the Registrar
� Considerations

� Users do not fully trust the Registrar

� Users do not want to reveal critical information of 
identity to the Registrar in plaintext 

� User participation is necessary in showing proof step

� Solution

� Commitment 

� User creates a Zero Knowledge Proof, SP verifies it
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How does the user show eligibility?

� Pedersen Commitment and Zero Knowledge Proof
� The registrar/SP can verify the user-created proof without 

knowing the critical information 

� Thus minimal disclosure of the receipt attributes is assured

� Users can generate a proof about Price attribute.
� Registrar knows Commitment value of the price 

� The user knows the price of the item and the random value 
used for creating commitment
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How does the User create a Proof (2)
� Pedersen Commitment 

g and h be generators of group G of prime order q.

C = Commitment   

M = the price of item  

r = random value (secret) chosen

from 
� Commit 

� The sender commits r and computes C

� Open  
� The sender reveals m and r 

� Its security is based on the difficulty of Discrete Logarithm Problem

phgC rm mod=
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Zero Knowledge Proof

� A kind of interactive proof system

� Involves a prover and verifier 

� Proving without revealing any other information
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Use of VeryIDX :Example scenario
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Multi-factor Identity Verification 
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� Multifactor identification is needed because 
� Users must be protected from identity theft. 

� Different SP may require different identity attributes.

� Users must be given the possibility to choose 

� Methods
� Require individual to prove other associated strong identifiers.

� Use the concept of proof of identity
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Add receipt protocol
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Revoking a receipt
� Removal of the receipt from the user’s RREC 

� Steps
� User retrieves receipts from its registrar

� User requests revocation from SP

� User’s refund and SP’s revocation

� Identity Based Signature Scheme : Schnorr’s signature

� Simultaneous contract Signing protocol 
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Commitment scheme
� An electronic way to hide values that cannot be changed

� Stage 1 (Commit)
� Sender locks a message in a box and sends it to the receiver

� Receiver cannot learn about committed value

� Stage 2 (Reveal)
� The sender proves to the Receiver that the message in a box is a

certain message 

� The sender cannot successfully reveal two different value
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ZKP with Pedersen commitment
� Pedersen Commitment – ZK Prove

� know how to open
� Public commitment c =                  (mod p)

� Private knowledge x,r

� Protocol:

1. P: picks random y, s in [1..q], sends d =

2. V: sends random challenge e in [1..q]

3. P: sends u=y+ex, v=s+er (mod q)

4. V: accepts if  

rxhg

phg sy mod

pdchg evu mod=
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Aggregate Zero Knowledge Proof
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� SPs have trust establishment policies such as giving discount 
only for the qualified customers

� chooses user’s multiple attributes to construct aggregate zero 
knowledge proofs (AgZKPK)

� Does not bring performance degradation in time for the 
proof generation 
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AgZKP proof creation & verification 

time 
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Some Screenshots of the VeryIDX Portal
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Some Screenshots of the VeryIDX Portal



Some Screenshots of the VeryIDX Portal
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Conclusion & future work
� We provides electronic receipt infrastructure and prototype 

implementation

� VeryIDX is efficient and privacy preserving

� Introduce new type of promotion

� Integrate online transactions with offline one

� Has many applications in health care and financial industry
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Thank you 
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Questions ?

wooj@cs.purdue.edu
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